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The plugin supports two main functions: reprogramming the HDD firmware
with a custom payload from the EQUATION group, and providing an API into

a set of hidden sectors (or data storage) of the hard drive. This achieves several
important things:

¢ Extreme persistence that survives disk formatting and OS reinstall.
* Aninvisible, persistent storage hidden inside the hard drive.

The plugin version 3 has the ability to reprogram six drive “categories”:
* “Maxtor”, “Maxtor STM”"

e “ST" “Maxtor STM", <Seagate Technology>

* “WDC WD", <Western Digital Technologies, Inc>

* “SAMSUNG”, <SAMSUNG ELECTRONICS CO. LTD>

e “WDC WD", <Western Digital Technologies, Inc> additional vendor specific
checks used (spawns two subclasses)

e <Seagate Technology>

The plugin version 4 is more complex and can reprogram 12 drive “categories”.

Plugin version 4 infection “capabilities” table
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